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DATA INTEGRITY
Overview

EVERY STEP OF THE WAY

What questions will we seek to answer 
with this talk:

• Why do we care about data integrity?
• What factors impact our data integrity 

compliance in the laboratory?
• How can we think critically about our 

laboratory processes to improve our data 
integrity stance?

• How can we apply this strategy to the 
broader modern laboratory?
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Why do we care about 
Data Integrity?



DATA INTEGRITY
Regulatory Compliance

EVERY STEP OF THE WAY

• Why should we strive for compliance with data integrity laws, regulations, and 
best practices?

• The answer to this is simple; because regulatory bodies require us to remain 
compliant: 

- FDA: “Refers to the completeness, consistency, and accuracy of data. Should be ALCOA.”

- MHRA: “The extent to which all data are complete, consistent and accurate throughout the data lifecycle.”

“Means physical and logical integrity of data in a CGMP environment” is important to the 
regulators in our industries!
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DATA INTEGRITY
Patient Safety

EVERY STEP OF THE WAY

• Why do I (quality control professional or manufacturing professional) care 
about data integrity?

• The answer to this is also simple; because it’s the right thing to do for the safety 
of the patient!

• Compliant and integral data allows us to make efficient, effective, and scientific based decisions 
about the quality and safety of the products we manufacture.

• This ensures that we put the safety of the patient first above all else.

• These decisions directly impact patients and customers in the industries that we serve:

• Pharmaceutical Industry

• Biotechnology Industry

• Cosmetic industry

• Food Industry

• Nutraceutical Industry
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DATA INTEGRITY
Types of Data

EVERY STEP OF THE WAY

• What type of data do we encounter on a daily basis in our jobs?

• As laboratory or manufacturing scientists we come into contact with many 
different types of data:
• Raw data (FDA: data):

• Primary data, source data, original data.

• Collected from a source such as a human technician, photometric reader, luminometer, mass 
spectrometer, etc.

• Gel clot results, plate counts or optical density readings for example.

• Metadata

• Data providing information about other data.

• Providing context, meaning and relationship to primary data.

• Forms an integral part of the original record. Without metadata, the data has no meaning.

• Accessories details, sample name/lot/ID, heat block temperature, Onset OD, Audit Trail, etc.
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DATA INTEGRITY
FDA: Critical to Quality Attributes of cGMP Data; ALCOA

EVERY STEP OF THE WAY7



DATA INTEGRITY
Data Integrity Violations and Citations

EVERY STEP OF THE WAY

Are we seeing data integrity violations within our 
industry? 
• Short answer is yes!

• FDA is seeing an increase in cGMP violations involving Data 
Integrity:

• 12 out of 13 FDA Warning Letters issued between Nov 2013 
and Jul 2014 (to non US sites) had Data
Integrity issues as against 8 out of 26 in previous years.

• For 2015: 15 out of 19 (79%) of Warning Letters (non US sites) 
cited Data Integrity issues.

• It’s a global problem although focus seems to be on India (10), 
China (2) and Europe (2).

• Protect original data from:
• Accidental modification (~80%)
• Intentional modification (~20%), like falsification and 

deletion Source: Paula Katz, JD – PDA Micro 2017
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DATA INTEGRITY
What organizations are impacted by data integrity violations?

EVERY STEP OF THE WAY

29% - QA System

27% - Laboratory System

24% - Production System

9% - Facility & Equipment

6% - Material System

5% - Packaging & Labelling

Source: Validant
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What are the Critical Factors that 
Impact Data Integrity Compliance?



DATA INTEGRITY
Focus on the Critical Factors

EVERY STEP OF THE WAY

What critical factors are inherent 
to the Data Integrity discussion?

1. Software – Poses challenges 
and risks for many 
organizations.

2. Human Error – Often 
overlooked factor in terms 
of Data Integrity.
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Knowing this…Let’s Focus on 
Human Error in the Laboratory



DATA INTEGRITY
Human Error and its Impact on our Processes

EVERY STEP OF THE WAY

Research on human error from the 
airline industry indicates that:

• Human error persists in our processes 
not because an analyst lack’s the 
knowledge, skill, or ability to perform a 
given task; but because many of our 
processes allow for error to occur in the 
first place.

• Many of our everyday laboratory 
processes, that we utilize to determine 
product quality, also rely on a great deal 
of human input and subjective assays to 
produce quality control data.
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DATA INTEGRITY
How can we classify human performance errors?

EVERY STEP OF THE WAY

What are human performance errors and how should we classify them?
• Violations are intentional (in)actions, which violate known rules, procedures or norms.

• The fundamental difference between errors and violations is that violations are deliberate, whereas errors are not. In 
other words, committing a violation is a conscious decision, whereas errors occur irrespective of one’s will to avoid them. 

• Errors are intentional (in)actions, which fail to achieve their intended outcomes.

• The error itself by definition is not intentional, but the original planned action has to be intentional. 

• Slips and lapses are failures in execution of the intended action

• Slips are actions that do not go as planned, while lapses are memory failures. 

• Mistakes are failures in the plan of action, even if execution of the plan was correct, it would not be possible to 
achieve the intended outcome.

• Plans that lead to mistakes can be deficient (not good for anything), inappropriate good plans (good for another 
situation), clumsy (with side-effects) or dangerous (with increased risks). 

*Taken from Airbus Industries Flight Operations Briefing Notes, Human Performance, Error Management
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DATA INTEGRITY
How can we classify human performance errors?

EVERY STEP OF THE WAY

What is auto-sequence (auto-
pilot/cruise control)?
• “Slips and lapses are very much the 

drawback of the useful human 
capability to perform actions 
“automatically”, without full 
attention. The mechanisms causing 
them function at an unconscious 
level. Therefore, even if slips and 
lapses can be reduced through good 
design of the working interfaces, 
procedures and environments, it is 
impossible to prevent all of them” 
(Airbus).
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How can we Critically Analyze 
our own Laboratory Processes?



DATA INTEGRITY
Let’s take a critical look at our own laboratory processes!

EVERY STEP OF THE WAY

Human error persists in any process not because an analyst lack’s the 
knowledge, skill, or ability to perform a given task; but because many 

of our processes allow for error to occur in the first place;

Many of our processes are designed in a way that sets the human 
operator up for failure and training alone will not correct human 

performance errors.
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DATA INTEGRITY

EVERY STEP OF THE WAY

How do SIPOC diagrams help us?: SIPOC diagrams help define the process we are analyzing as a team and they provide and 
organized way to visualize all of the inputs and their impact on our products and customers.
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What is a SIPOC diagram?



DATA INTEGRITY

EVERY STEP OF THE WAY

Can we start funneling now?: The SIPOC is telling us that many inputs in any laboratory process are human related, and 
therefore a certain amount of risk for human error is present with every task we undertake.

What is our SIPOC telling us?
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DATA INTEGRITY
What is a cause and effect (fishbone) diagram?

EVERY STEP OF THE WAY

Many organizations utilize cause and effect diagrams to 
Brainstorm:

• Cause and effect diagrams are often referred to as 
“fishbone” diagrams because they take the shape of 
a fish skeleton.

• These diagrams provide teams with an organized 
method of brainstorming potential root causes to any 
problem.

• They ensure that ideas are captured in a very visual 
and structured way so that all team members are on 
the same page.

• The problem that you are attempting to solve (often 
referred to as the “effect” or “big Y”) is always 
located at the head of the fishbone diagram.
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DATA INTEGRITY

EVERY STEP OF THE WAY

Data Integrity Cause and Effect Diagram

What can we conclude?: Based on our brainstorming, the fishbone diagram tells us that many data integrity issues stem 
from human error related aspects of our laboratory or manufacturing processes.
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Strategy for Reducing our 
Risk for Human Error



HUMAN PERFORMANCE:
How should we address human performance errors? – Driving / Changing Lanes Example

ERROR PREVENTION

Ability to use signals or devices to 
avoid error

DETECT AND RECOVER

Ability to find errors and get back 
to original state/minimize impact 

of error

DUPLICATION

Repeating the same task or effort 
in order to identify or avoid error

ERROR PROOF

Eliminating the possibility of 
making an error, its designed so 

human error is impossible

Least Effective Most Effective

EVERY STEP OF THE WAY

Duplication: Check both mirrors and then 
physically turn your head to check blind spot

Detect and Recover: Blind spot monitoring 
alerts driver to make a course correction

Error Prevention: Blind spot monitoring alerts 
tied to lane departure assist.

Error Proof: Fully autonomous vehicles.
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HUMAN PERFORMANCE:
Duplication – Endotoxin Example

ERROR PREVENTION

Ability to use signals or devices to 
avoid error

DETECT AND RECOVER

Ability to find errors and get back 
to original state/minimize impact 

of error

DUPLICATION

Repeating the same task or effort 
in order to identify or avoid error

ERROR PROOF

Eliminating the possibility of 
making an error, its designed so 

human error is impossible

Automated Robotics: 
Endosafe® Nexus™

Rapid Testing: Endosafe®

nexgen-PTS™ & MCS™
Traditional Kinetic AssaysGel-Clot

Gel clot assay requires observations recorded by the analyst.

Observations can be subjective in nature. Slips and lapses more prevalent owing to the complete manual execution of the assay.

Due to the nature of the assay, observations made by one analyst need to be verified by another analyst at time of performance; Duplication.



HUMAN PERFORMANCE:
Detect and Recover – Endotoxin Example

ERROR PREVENTION

Ability to use signals or devices to 
avoid error

DETECT AND RECOVER

Ability to find errors and get back 
to original state/minimize impact 

of error

DUPLICATION

Repeating the same task or effort 
in order to identify or avoid error

ERROR PROOF

Eliminating the possibility of 
making an error, its designed so 

human error is impossible

Automated Robotics: 
Endosafe® Nexus™

Rapid Testing: Endosafe®

nexgen-PTS™ & MCS™
Traditional Kinetic AssaysGel-Clot

Kinetic Turbidimetric and Chromogenic assays remove analyst subjectivity.

Human errors can still occur in the preparation of standard curves, sample dilutions, and plate setup.

Data analysis is based on OD readings and reactions times, performed by EndoScan-V™ software.

Human errors will be detected through data analysis, allowing the laboratory to recover; Detect and Recover.



HUMAN PERFORMANCE:
Error Prevention – Endotoxin Example

ERROR PREVENTION

Ability to use signals or devices to 
avoid error

DETECT AND RECOVER

Ability to find errors and get back 
to original state/minimize impact 

of error

DUPLICATION

Repeating the same task or effort 
in order to identify or avoid error

ERROR PROOF

Eliminating the possibility of 
making an error, its designed so 

human error is impossible

Automated Robotics: 
Endosafe® Nexus™

Rapid Testing: Endosafe®

nexgen-PTS™ & MCS™
Traditional Kinetic AssaysGel-Clot

The Endosafe nexgen systems remove part of the human element from the LAL assay. Samples dilutions (if needed) are still prepared by the analyst. 

Cartridge technology employs: An archived standard curve. Set amount of reagent in each cartridge (1/20th of the raw material used in traditional LAL methods).

This yields less analyst touch time. 

Less analyst touch time = preventing human error; Error Prevention.



HUMAN PERFORMANCE:
Error Proof – Endotoxin Example

ERROR PREVENTION

Ability to use signals or devices to 
avoid error

DETECT AND RECOVER

Ability to find errors and get back 
to original state/minimize impact 

of error

DUPLICATION

Repeating the same task or effort 
in order to identify or avoid error

ERROR PROOF

Eliminating the possibility of 
making an error, its designed so 

human error is impossible

Automated Robotics: 
Endosafe® Nexus™

Rapid Testing: Endosafe®

nexgen-PTS™ & MCS™
Traditional Kinetic AssaysGel-Clot

The Endosafe Nexus system is a fully robotic endotoxin testing solution. Samples are prepared by the robot; including sample dilutions.

Robot utilizes cartridge technology; FDA accepted method. System can be fully integrated with LIMS, allowing for full automation of Endotoxin testing process: 
Instead of pipetting, lab analyst can now focus on other laboratory value add processes or investigations.

Removing the analyst factor = Error Proof.



HUMAN PERFORMANCE:
Categories of Preventing Human Error

ERROR PREVENTION

Ability to use signals or devices to 
avoid human error

DETECT AND RECOVER

Ability to find errors and get back 
to original state/minimize impact 

of error

DUPLICATION

Repeating the same task or effort 
in order to identify or avoid error

ERROR PROOF

Eliminating the possibility of 
making an error, its designed so 

human error is impossible

Automated Robotics: 
Endosafe® Nexus™

Rapid Testing: Endosafe®

nexgen-PTS™ & MCS™
Traditional Kinetic AssaysGel-Clot

Least Effective Most Effective
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Driving to the True Root Cause for 
Human Errors in the Laboratory



DATA INTEGRITY
What is DMAIC?

EVERY STEP OF THE WAY

What is DMAIC?

• A structured methodology commonly 
utilized in many industries to solve 
problems and organize an 
organizations ideas.

• Methodology can be adapted to 
provide a structured approach to 
analyze the root cause of many data 
integrity concerns.
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DATA INTEGRITY
How does DMAIC apply to data integrity?

EVERY STEP OF THE WAY

How will DMAIC be applied to 
Data Integrity?

• Utilize DMAIC to identify the 
critical factors in terms of 
data integrity.

• Funnel our ideas to further 
focus on how we can mitigate 
risk to data integrity 
compliance.
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DATA INTEGRITY
Focus on the Critical Factors!

EVERY STEP OF THE WAY

What critical factors are inherent 
to the Data Integrity discussion?

1. Software – Poses challenges 
and risks for many 
organizations.

2. Human Error – Often 
overlooked factor in terms 
of Data Integrity.
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DATA INTEGRITY
Endotoxin Example

ERROR PREVENTION

Ability to use signals or devices to 
avoid error

DETECT AND RECOVER

Ability to find errors and get back 
to original state/minimize impact 

of error

Least Effective

DUPLICATION

Repeating the same task or effort 
in order to identify or avoid error

ERROR PROOF

Eliminating the possibility of 
making an error, its designed so 

human error is impossible

Most Effective

EVERY STEP OF THE WAY

• Duplication: Gel-clot assay that relies on the analyst observations (subjective readings) to determine endotoxin 
contamination.

• Error Proof: Nexus fully robotic endotoxin testing systems removes the analyst factor, eliminating the risk for human errors 
to occur.

33



DATA INTEGRITY
Strategic Risk Assessment

ERROR PREVENTION

Ability to use signals or devices to 
avoid error

DETECT AND RECOVER

Ability to find errors and get back 
to original state/minimize impact 

of error

DUPLICATION

Repeating the same task or effort 
in order to identify or avoid error

ERROR PROOF

Eliminating the possibility of 
making an error, its designed so 

human error is impossible

Least Effective Most Effective

• Utilize an organized approach to assess the risk for human error in all of your laboratory processes.
• Take advantage of established six sigma/DMAIC methodologies to organize your investigations of your laboratory processes.
• Implement a human error risk ranking system for each one of your laboratory processes.
• Keep in mind that Detect and Recover and Duplication categories mean that human error is likely to occur again in the future.
• Measure and record the number of repeat events and the number of repeat root causes.
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QUESTIONS? 

CONTACT INFORMATION

Email: matthew.paquette@crl.com

Phone: +1 978-821-4939


